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About me

§ CISO Grupo Sanitas Europe & LatAm (part of  Bupa Group)

§ 13+ years experience in InfoSec: 
§ Consulting
§ Telco
§ Logistics
§ Insurance & Healthcare

§ CISA, CISM, CISSP, ISO 27001 Lead Auditor
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Session topics

§ Healthcare industry overview

§ How disruption is affecting the Healthcare sector

§ The evolution of  the threat model

§ How Sanitas has responded and adapted the cybersecurity model 
during Covid

§ The role of  regulation

§ Pillars for an effective Healthcare security

§ Future challenges
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Healthcare market overview

§ Global market for Private Healthcare estimated at US$4.7 Trillion in the 
year 2020, is projected to reach a revised size of  US$7.

§ Global market to reach $7.4 Trillion by 2027, with U.S. market estimated 
at $1.3 Trillion and China forecasted to reach a projected market size of  
US$1.6 Trillion.

§ Global market growth over 9%: China is forecasted 10.1% CAGR (2020-
2027) with Europe grow at approximately 4.3% CAGR
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Covid impact on healthcare predictions
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About the Bupa Group

Healthcare has no boundaries
Presence in 5 
continents

33 million 
customers

Revenues
£ 12.3 bn

Profit
£ 416 m

Solvency ratio
159%

• Bupa Health Insurance

• Bupa Health Services

• Bupa Aged Care Australia

• New Zealand Care Services

• Bupa UK Insurance
• Bupa Care Services
• Bupa Health Clinics
• Bupa Cromwell Hospital
• Oasis Dental Care
• Bupa Global North America
• Bupa Global Business Unit
• Bupa Global European 

Economic Area

• Sanitas Seguros
• Sanitas Hospitales y NN.SS
• Sanitas Dental
• Sanitas Mayores
• LUXMED
• Bupa Acibadem Sigorta
• Bupa Chile
• Bupa Global Latin America

• Bupa Arabia

• Bupa Hong Kong

• Quality HealthCare (Hong Kong)

• Max Bupa (India)

Australia & New Zealand United Kingdom Europe & LATAM Other Markets
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Spanish healthcare market

100% financed by
Goverment taxes

Full coverage for
primary and 

specialized medicine 

60% of the price of 
medicines 
subsidized

Dedicated network
of public centers 
(ambulatory and 

specialized) 

Good level of 
professionals in 

quantity and quality

Few contracts with
the private system

“Bureaucratic” model Limitation of public
funds

17 regional health
policies
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Disruption in the Healthcare industry
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Disruption in the Healthcare industry

§ The Healthcare sector has probably been at the bottom of  the different 
transformations that occurred in other industries

§ Very intensive in human capital, long-term expenditures and often 
subjected to government bureaucracy, the appetite for digital 
investment has been low.

§ Until now: changes in technology, consumer demands, an aging 
population and health predictions in a post-CoVid environment have 
pushed the industry into a radical (and accelerated) transformation
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Disruption in the Healthcare industry

Some of  the digital trends in Healthcare are:

1. Big Data and ML for predictive Health

2. Wearable medical devices

3. Video consultations and VR

4. Remote patient monitoring

5. Interoperability
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Information Security & Healthcare 

§ Information Security traditionally overlooked in Healthcare environments

§ Huge dependency of  unsecure third party equipment and legacy 
equipment and protocols (DICOM, etc) not subjected to regular updates

§ Cultural approach still focused in Privacy rather than Cybersecurity

§ Percentage of  InfoSec investment not aligned with the increasing risk 
profile

§ Traditional security solutions not fully suite to healthcare environments: 
need to rethink our approach
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The inherent value of  Heathcare data

§ PHI data is estimated 5x to 8x valuable than financial data

§ Patient data is a desirable intangible asset: “the value of  the curated NHS 
data set could be as much as £5bn per annum“

Source: EY: Realising the value of health care data: a framework for the future

§ According to Trustwave Global Security
report, ”healthcare data record may be
valued at up to $250 per record on the
black market, compared to $5.40 for the
next highest value record (a payment
card)”





2015: the year of  Healthcare Data breaches (+100m records)







Source: UK NAO (National Audit Office) Department of Health: Investigation: WannaCry cyber attack and the NHS

Wannacry (May 2017)





A profitable business model…



….that went uncontrolled



….that went uncontrolled
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Healthcare Cybersecurity & CoVid: a wake up call

§ The cyberthreat landscape became
critical in the worst moment… while
dealing with a global pandemic

§ Pressure on hospitals and medical
centres was increasing but there was
no option but to deal with the “digital
pandemic” and protect our crown
jewels at the same time
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The battlefield
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And the asset to protect

Source: Engadget (https://www.engadget.com/2016/02/19/hospital-ransomware-a-chilling-wake-up-call/)



Sanitas approach to Information Security

Source: Sanitas 2019 Annual Corporate Report
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How we tackled the situation

§ One message was clear at the early stages of  the pandemic: we need to take 
action IMMEDIATELY: we can’t afford a cyberincident considering the 
occupation levels of  the hospitals.

§ Resources are limited: where to focus? As usual, let’s start by the basics: 
§ Hygiene controls
§ Attack surface review
§ Threat Intel
§ Ensure proper and 24x7 monitoring

§ We will then evolve across different phases as the pandemic situation evolves
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Phase I (February-May 2020): Ensure the basics

§ A deep review of  basic controls in our hospital's environment, such as:

§ Multi-Factor Authentication for all remote accesses
§ Network-Connected devices compliant with security policies
§ AV and EDR effectively deployed across all endpoints
§ Intensive in awareness

§ In parallel, activation of  our offensive security Red Team for an initial 
attack surface testing

§ And looked for support: several cross-EU initiatives sponsored by the 
ECSO (European Cyber Security Organization)
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Phase II (May-September 2020): Accelerate

§ Phase I helped us to spot some weak points, so the InfoSec and IT Ops 
teams accelerated the remediation.

§ Pressure in medical centres was increasing while state of  emergency was 
declared in Spain.

§ But we needed to move to the next stage and accelerate the deployment of  
controls such as:

§ Network segmentation to avoid propagation
§ Proxy Cloud for a secure mobility
§ Automation of  attack surface tests on a 24x7 basis
§ Ethical phishing exercises: test the human firewall
§ Fine-tuning of  EDR rules: test, learn and adapt
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Phase III (September’20-February’21): Consolidate

§ Controls deployed in Phase II showed good results, so we needed to 
consolidate and integrate them

§ InfoSec teams where exhausted so we reviewed our sourcing model to 
increase our bandwidth: staff? contractors? both?

§ We decided to change our traditional 50% staff-50% contractors and 
convert contractors into staff  to capitalize all the knowledge acquired 
during the previous phases and move to a 70%- staff-30% contractors 
model
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Phase IV (February’21 - ): Evolve

§ We entered into the pandemic having a defined structure… now we have a 
complete different one.

§ But we need to stay ahead and recognize the need to evolve in certain 
areas:
§ Gain control of  all IT-environments: unmanaged or unreachable 

environments are not acceptable.
§ Leverage cloud services: they provide scalability and the opportunity 

for integration heterogenous environments 
§ Gain business support: we are moving towards a service based OPEX 

model.
§ And of  course… champion the cultural change!
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The role of  regulation
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With a positive focus within the EU

https://project.securehospitals.eu/



Source: EU Cybersecurity Act Infographic

27th June 2019 the EU Cybersecurity Act comes into force: 

“The Cybersecurity Act introduces for the first time EU-wide rules for 
cybersecurity certification. Companies in the EU will benefit from having to 
certify their products, processes and services only once and see their 
certificates recognised across the Union.”

http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60504


Source: EU NIS Fact Sheet

Adopted by the European Parliament on 6 July 2016 and entered into force in August 
2016.EU states have to transpose the Directive into their national laws by 9 May 2018

https://ec.europa.eu/digital-single-market/en/news/what-does-nis-directive-mean-eu-citizens
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What have we learned so far: 
pillars for an effective healthcare cybersecurity

◦ Understand your threat profile 
and attack surface

◦ Identify key assets within the 
environment.

◦ Apply patching and avoid 
outdated SW versions.

◦ Consider advanced 
protection, far beyond 
traditional AV.

◦ Isolate environments. Apply 
network segmentation

◦ Secure methods for remote 
access (2FA as a minimum)

◦ Categorize and protect entry 
points to your infrastructure

◦ Apply advanced network 
traffic analytics 

◦ The weakest factor is always 
the human factor: regular 
awareness programmes.

◦ Understand employee 
motivations and help them to 
comply with security policies.

◦ Issue guidelines to employees 
on Information Security.

◦ Cybersecurity as a regular 
Board discussion

◦ Industry guidelines and 
support for their 
implementation

◦ Sponsor cyber measures 
within manufacturing 
community

◦ Drive a collaborative approach 
and good Cybersecurity 
practices

◦ Ensure strong end-to-end 
encryption for medical devices

◦ No-trust  policy by default 
when connecting devices

◦ Firmware cryptographically 
signed as mandatory

◦ R&D investment

◦ Promoting adoption of 
vulnerability disclosure 
policies

◦ Translating the Common 
Vulnerability Scoring System 
(CVSS) for medical devices

◦ Bug-bounty initiatives for 
medjacking

◦ Manufacturers liability for 
unsecure products

◦ Promote collaboration and 
information-sharing

Endpoint  & Infrastructure 
protection

Employee Awareness Best practices and regulations Research & Industry
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Q&A? Thanks!

https://www.linkedin.com/in/ivansanchezlopez

https://www.linkedin.com/in/ivansanchezlopez



